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INFORMATION SECURITY PROTECTION (ISP)

This policy establishes the practices for protecting against compromise or loss of
Loudoun County Public School (LCPS) information assets, including, but not limited to,
educational, instructional, financial, personnel, and legal data stored in a variety of
formats which include but are not limited to electronic, print, voice, and other.

A. Policy

1. Asset Protection. School Division assets will be protected in a manner
that is consistent with contractual or legal obligations and is reasonable and appropriate
for the level of sensitivity, value, and risk that the asset has to the School Division.
Security measures will be employed regardless of the physical medium and location on
which assets are stored, processed, transmitted or transferred. Such protection
includes restricting access to assets based on a valid business or educational need.
The administration will devote time and resources to protect assets.

2. Audits and Remediation. Data assets and information systems will be
protected in a manner that meets applicable regulatory requirements and/or industry
standards and that is at least as secure as other similar organizations handling similar
information. To achieve this objective, annual reviews of the risks to School Division
assets and information systems will be conducted. Similarly, whenever a major security
incident indicates that the security of assets or information systems is insufficient,
remedial action will be taken to reduce exposure. Annual reports reflecting division
information security status and progress will also be prepared and distributed for review
and action as needed.

3. Training and Awareness. Training and supporting reference materials are
available to staff, students, consultants, and contractors to protect and otherwise
manage School Division assets. Training materials communicate that information
security is an essential component of School Division operations and should be treated
similar to other sensitive operational functions such as business, finance, personnel,
and instruction.

4, Information Asset Management. All School Division assets require a
designated owner and custodian who is authorized to support, maintain, and distribute
the data as required. Assets are classified on the basis of sensitivity and risk as
identified in the Information Security Regulation.

5. Right to Review and Monitor. Unless explicitly noted in other
administrative policies, the School Division retains the right to observe, review or audit
all assets and activity conducted on the LCPS network, stored on division provided
computers, storage media, and any other devices or systems.
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B. Exceptions. Under rare circumstances, certain users will need an exemption that
is not compliant with these policies. All such instances must be approved in writing and
in advance by the Chief Technology Officer for Digital Innovation.

C. Contact Point. Questions about this policy shall be directed to the Chief
Technology Officer for Digital Innovation and/or the appropriate departmental level
designee.

D. Compliance. Failure to comply with this policy may result in disciplinary or legal
action.

Adopted: 10/25/2016
Confirmed: 11/03/21 (with technical changes)

Legal Ref: Family Education Rights and Privacy Act 34 CFR 899.3
Cross Refs: Policy 7566, Employee Technology Acceptable/Responsible Use Policy,
Policy 8650, Student Technology Acceptable/Responsible Use Policy



https://www.ecfr.gov/current/title-34/subtitle-A/part-99
http://go.boarddocs.com/vsba/loudoun/Board.nsf/goto?open&id=B2SUMN6C34D0
https://go.boarddocs.com/vsba/loudoun/Board.nsf/goto?open&id=CR2KP952CBE7

