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PRIVACY AND DATA PROTECTION WHEN USING ARTIFICIAL INTELLIGENCE

Loudoun County Public Schools (LCPS) is committed to safeguarding student data and
protecting sensitive information. When using generative Artificial Intelligence (Gen Al),
teachers, staff, and students must be mindful of any potential risk of exposing student or
division information.

A. Authorized Gen Al Tools. Staff and students should only use supported tools that
are provided by the division. These tools have protections in place to ensure that data
entered by users is not used to train the underlying models or shared with third parties.
Refer to the Ed Tech Catalog to determine which Gen Al tools are provided for staff or
students.

B. Unapproved Gen Al Tools. LCPS staff and students should only use LCPS-
authorized supported Gen Al tools. Do not use consumer versions (free or paid) of any
Gen Al tool for LCPS purposes. Examples of these consumer services include OpenAl’s
ChatGPT, Anthropic’s Claude, and personal versions of Microsoft Copilot or Google
Gemini. Consumer versions of Gen Al models use data entered by users to continue to
train their models, and, therefore, LCPS deems these to be unauthorized Gen Al tools.

C. Student Tools. When students use LCPS approved Gen Al tools, teachers
should model how to protect personal information and have discussions with students
about how they can safeguard their information if they are exploring Gen Al models.

D. Personally Identifiable Information. Users should avoid inputting any information
that could personally identify a student. This includes student names, student
identification numbers, birth dates, and other attributes identified in Policy 8640,
Disclosure of Student Personally Identifiable Information and Other Educational
Records.
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